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Please allow this memorandum to serve as a follow up to our memorandum dated August
4, 2014 regarding the guidance issued by the New York State Education Department (“NYSED?)
relative to the obligation of educational agencies' to protect student data pursuant to Education
Law §2-d.2 This memorandum addresses the following inquires:

1. Is the board of education obligated to adopt by resolution a Parents’ Bill of
Rights for data privacy and security?

Answer: Although Education Law §2-d does not expressly address the issue of whether
a board of education must adopt the Parents’ Bill of Rights, it is our recommendation that
the board of education adopt such a the Bill of Rights by resolution because the action is
within the board’s responsibility for the management and control of the educational
affairs of the school district. Education Law § 1709(3). Further, although the minimum
requirements of the Bill of Rights are dictated by statute, the board of education has
discretion to expand the rights, as authorized by statute. As such, we recommend the
board of education adopt the Parents’ Bill of Rights for data privacy and security by

' Educational agencies include school districts and BOCES.
? The guidance may be accessed at: hitpy/www.pl2.nysed.gov/docs/parents-bill-oi-rights.pdt.




resolution. We have prepared a sample resolution for your consideration, a copy of
which is attached.

2. Is the board of education required to supplement the Parents’ Bill of Rights for
data privacy and security with supplemental third party contractor information?

Answer: Education Law §2-d(c) states that the Parents’ Bill of Rights for data privacy
and security shall include supplemental information for each contract an educational
agency enters into with a third party contractor where the third party contractor receives
student data and/or teacher or principal data. The statute then sets forth a list of items
that must be included in the supplemental information. We have provided our clients
with a sample Bill of Rights that tracks this statutory language. However, we are aware
of a different interpretation of the statute that would require a school district to update the
Parents’ Bill of Rights for data privacy and security with supplemental information about
each third party contractor that receives student data and/or teacher or principal data. The
supplemental data would have to be updated and managed by the school district on an
ongoing basis. We have been in contact with NYSED in an attempt to dissuade policy
makers from adopting this interpretation when it issues regulations as it would be
administratively unwieldy. We recommend our clients adopt the Bill of Rights we have
provided and await further clarification from NYSED on this issue, either through further
guidance or promulgation of regulations.

3. Are all school district consultants/vendors who may come into contact with
personally identifiable information from student records subject to the
requirements of Education Law §2-d?

Answer: Education Law §2-d(k) defines the term “Third Party Contractor” as a person
or entity that receives student, teacher or principal data pursuant to a coniract or other
written agreement for purposes of providing services to an educational agency. This
section provides the following non-exhaustive list of the types of services covered: data
management or storage services, conducting studies for or on behaif of such educational
agency, or audit or evaluation of public funded programs.

It appears from this statutory language that references “data” and the examples of
contracts listed therein, together with the inBloom controversy that apparently was
behind its enactment, that the intended reach of the law are contracts with consultants and
vendors whose contracts with a district relate directly to student, teacher and principal
data. This interpretation would exclude contracts with consultants and vendors that may
have access to student records in the course of performing under their contract, but do not
directly contract with the school district for the receipt of student data, e.g, special
education related service providers and certain professional third party vendors.
However, since the legislation was enacted as part of the Governor’s budget bill, there is
no legislative history that sheds light on this significant ambiguity. We anticipate that the
regulations to be developed by the NYSED may address this issue. Pending further
guidance or issuance of regulations from NYSED, we are recommending that school
districts include the data privacy and security provisions and Parents’ Bill of Rights in all



contracts entered into with third party contractors who receive student or
teacher/principal data pursuant to a contract which directly involves the storage, analysis,
manipulation, or transmission of such data. In the event that the legislation is ultimately

interpreted more broadly, all applicable contracts may need to be amended to include the
required elements.

We will continue to update you as additional information becomes available.

VIA EMAIL
80-20-205758



RESOLUTION

BE IT RESOLVED, that the board of education adopts a Parents” Bill of Rights for Data
Privacy and Security in the form attached hereto and authorizes the Superintendent of Schools to
amend this Bill of Rights as may be required by any regulations or guidance that may be issued
by the New York State Education Department; and

BE IT FURTHER RESOLVED, that this Bill of Rights shall be published by the
District on the District’s website.



